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Social Care Data and Cyber Security 
Programme Case Study 
 
Elm Lodge residential and nursing home and Central 
Bedfordshire Council 
 

The benefits of the Data Security and Protection Toolkit for 
social care providers 
 
As we use more technology in care services, both to support care delivery and to 
improve digital connectivity with partner organisations, it is vital that people’s 
information is kept secure, and that the systems we use are reliable. As part of the 
National Cyber Security Programme, the Local Government Association, Care 
Provider Alliance and Department of Health and Social Care commissioned the 
Institute of Public Care (IPC) at Oxford Brookes University to undertake a research 
programme to support the adult social care provider sector to manage the business 
risks associated with data and cyber security.  
 
The research took place from October 2018 until March 2019 in three local authority 
areas: North Yorkshire, Central Bedfordshire and the Royal Borough of Greenwich. A 
representative sample of seventy care providers operating in these areas took part, 
including Elm Lodge which is a 64-bedded, residential and nursing care home for 
people aged 65 plus, located close to Leighton Buzzard in Bedfordshire.   
 
Elm Lodge opened in 1990 and is registered with the Care Quality Commission 
(CQC), Central Bedfordshire Council, Bedfordshire NHS and Luton Borough Council. 
The home employs around 70 staff who record confidential, sensitive and personal 
data regarding clients using a primarily paper-based system. By contrast, staff 
records are mostly digitised, using an in-house personnel and payroll system. Elm 
Lodge has recently completed the Data Security and Protection Toolkit (DSPT), 
which is an online self-assessment that allows care organisations to measure their 
performance against the National Data Guardian’s ten data security standards for 
health and social care. 
 
Business Support Manager for Elm Lodge, Heather Wilcox comments, “We were 
already confident with our data security and protection procedures at Elm Lodge, as 
these were recently reviewed in the light of GDPR. However, we undertook to use 
the Data Security and Protection Toolkit to ensure we remained compliant for NHS 
contracts.” 
 

https://www.dsptoolkit.nhs.uk/
https://www.gov.uk/government/publications/data-security-and-protection-for-health-and-care-organisations
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Completing the DSPT is now a contractual requirement for those organisations who 
provide care through the NHS Standard Contract.  The toolkit helps all providers to 
demonstrate compliance for GDPR and the CQC, and supports information sharing. 
The recommendation from the Department of Health and Social Care is for all social 
care providers to complete the toolkit as these organisations are responsible for 
storing, processing or sharing personal data. 
 
Elm Lodge explored the toolkit two years ago, but at the time it was found to be 
complicated and difficult to use. This year the toolkit had been revamped, managers 
at the care home felt the compliance benefits of embracing the toolkit outweighed the 
user issues and they began the process of registering Elm Lodge.  
 
Heather Wilcox continued, “The DSPT is still complex to use and the user-journey 
could certainly be improved. However, Central Bedfordshire Council organised some 
initial training days to help care organisations access the toolkit. That initial training 
day proved invaluable to us. Those who attended were at different stages of their 
journeys and, such is the difficulty of the DSPT platform, some organisations had 
been unable to register. The training helped them get started. For Elm Lodge, the 
most effective element of the training was the opportunity to work through a paper 
printout of the toolkit questions. With the guidance provided, it became clear that 
there were complete sections which, as a care home, we could skip over, as being 
irrelevant to our service.  
 
“We are grateful to Central Bedfordshire Council for providing this training, which 
made the requirements much clearer and saved Elm Lodge a huge amount of time! 
Should the toolkit be reviewed in the future we would welcome a more concise, more 
relevant user journey and the opportunity to automatically skip questions that are not 
relevant to a particular setting. At present, the way forward could be for other local 
authorities to follow the lead of Central Bedfordshire Council and ease the user 
experience with DSPT specific training.” 
 
Commented Head of Contracts, Business and Service Development for Adult Social 
Care, Ann Knought of Central Bedfordshire Council, “The Local Authority contracts 
with care providers to deliver social care services to support the elderly and 
vulnerable. The toolkit provides commissioners with evidence and reassurance that 
data is being held securely and handled appropriately. To support the Data and 
Cyber Security Programme, 26 sessions were specifically arranged for our care 
providers who participated in this programme. This was a combination of training 
sessions and workshops. This opportunity has been a helpful basis to upskill staff in 
their awareness of driving improvements and assessing risk. The journey will 
continue and best practise will be shared.” 
 

Key benefits and outcomes 
 
 Compliance for NHS contracts - completing the NHS DSPT means Elm Lodge 

remains compliant for NHS contracts and this is the key outcome for the care 
home. 

 Accessing an NHS email address – in order to access SystmOne, the NHS 
patient record system used by GPs, hospitals and district nurses, and gain 
access to a restricted section of patient records, for example, to order repeat 
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prescriptions and benefit from a more joined up system, having access to secure 
email is essential. NHS mail is a secure email system. Completing the toolkit 
could enable services to access NHS mail. This has been one of the attractions 
to some homes for attending the Central Bedfordshire funded training and 
completing the toolkit. Elm Lodge are keen to access SystmOne and find out 
more about the benefits of doing so, and are part of a nursing home pilot due to 
start soon. 

 Reassurance of data security and protection – the DSPT is a tool that helps 
organisations ensure that personnel and sensitive data is being handled in 
accordance with best practice, or indicates the areas where further work could be 
undertaken. Completing the toolkit demonstrates compliance with GDPR and the 
data security standards for health and social care. 

 

Overview of investment 
 
 Business Manager’s time - for an organisation whose data security is regularly 

reviewed and up-to-date, the key investment in undertaking the DSPT is the time 
taken to work through the online questions and provide appropriate answers.  

 

The ongoing journey 
 
At Elm Lodge, data security and protection is reviewed on an ongoing basis and 
backed up by training awareness in good practice. In addition to completing the 
DSPT, the organisation has recently completed a review as part of the Social Care 
Data and Cyber Security Programme. This included time spent exploring and 
comparing in–house procedures with those of others working in a similar setting.  
 
Heather Wilcox commented, “Senior staff found the training interactive and thought-
provoking – and were particularly interested in discussing the handling of practical 
everyday scenarios involving clients or people who are less aware of the need for 
confidentiality, for example where a client asks about a neighbour or their care. This 
is a sensitive area around data protection and the discussion helped reinforce our 
policies and procedures in a very positive way.” 
 
“These discussion and explorations around data security and protection are vital to 
safeguard all clients’ information in a changing security environment and whilst the 
DSPT can be frustrating at times, we would still recommend that other care homes 
take the time to complete it, or at least get started, or they will find themselves behind 
in bidding for NHS contracts.” 
 
 


